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File Analysis

CyberInt Research Lab has discovered a re-emerging phishing campaign that delivers the Ramnit Worm/Botnet 
malware targeting financial organizations in the Philippines (figure 1). 
The initial infection vector is a phishing email that contains an embedded malware and a link to a malicious 
phishing site.
The adversary attempts to convince users to “verify” their sensitive data by announcing that this email is a part 
of an anti-fraud endeavor the company conducts. The second component of the attack is a malicious file which 
is dropped from the email’s body and then executes on the victim’s machine. 
The malware spreads to removable devices linked to the infected machine, creates persistency mechanisms, 
generates traffic to malicious C2 channels, and possess various other capabilities such as anti-analysis, data 
exfiltration, spreading mechanisms, etc.

The Email has two main functionalities, the first 
is a link to the adversary malicious phishing 
website which mimics a personal detail form of 
that financial entity. The “verify my information” 
button seen in the email refers to:  
hxxps://www.advercom[.]ph/xxx-Online-
Banking/xxx/xxx/update-myxxx/update.php
Following this link will lead you to a phishing 
website that displays a form for the user:

Attack Summary

Figure 1 - Phishing Email

Figure 2 – advercom.ph phishing form



 CyberInt Copyright © All Rights Reserved 20193

BOTNET MALWARE ‘RAMNIT’ TARGETS BANKS

The second functionality is infecting the machine with a Ramnit variant by utilizing VBScript that is 
embedded inside the email’s body to download an executable code into the victim’s system. 

The malicious VBScript will trigger a security alert which will run if the user approves the action.

The script then creates a file called “svchost.exe” in windows %temp% directory shown by the MZ 
header (4D5A) in the script. 

This executable (MD5: f3873258a4258a6761dc54d47463182f) is a 
known variant of Ramnit worm/botnet trojan. Further examination 
of the executable reveals that the code uses various anti-
analysis techniques. The executable is packed with a UPX packer, 
additionally the malware dynamically extracts code hidden in the 
.data section, which is loaded and executed at runtime. 

Figure 3 - Embedded VBScript 

Figure 4 - IE Security prompt

Figure 5 - Dropped malicious executable

Figure 6 - Malware packed with UPX



 CyberInt Copyright © All Rights Reserved 20194

BOTNET MALWARE ‘RAMNIT’ TARGETS BANKS

When executing the malicious file, it spawns two instances of the default browser on the system in the 
background. The browser process performs various DNS requests to 4 domains:

The malware then attempts to initiate traffic over TCP on ports 80 and 447.

The malware maintains persistence in the Startup folder where the browser instance creates a copy of the 
malware, and executes when the machine reboots. 

Figure 7 – Malware DNS requests

Figure 8 - Traffic over TCP on ports 80,447

Figure -9 Malware copy written to Startup folder
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Following figure 10, Unpacked.exe is the unpacked Ramnit malware, which executes two iexplore.exe 
processes that initiate the actions presented above. 
This Ramnit variant has the following capabilities:
 1-   Spreading via removable devices (autorun.inf.)
 2-  Creating a backdoor for the C2 server
 3-   Sets an FTP server on the infected host that supports 28 commands
             USER, PASS, CWD, CDUP, QUIT, PORT, PASV, TYPE, MODE, RETR, STOR, APPE, REST, RNFR, RNTO,  
             ABOR, DELE, RMD, MKD, LIST, NLST, SYST, STAT, HELP, NOOP, SIZE, EXEC, and PWD.
 4-   Infects .htm, .html, .exe, .dll files with the malicious code so the malware can spread further. 

Figure 11 shows strings that provide an indication of the malware functionality, such as the C2 server response 
status codes, C2 commands in a concatenated string, .lnk files that will be saved on removable devices which will 
spread the malware further. 
Further investigation of the various C2 domains used by malware reveals a wide variety of domains using DGAs 
(Domain Generation Algorithm), that share a relationship with the same “registrant” name, “Denis Shlyapovich”

Figure 10 - Execution flow visualized

Figure 10 shows the execution flow: 

Figure 11 - Strings 
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The brown dots shows the registrant “Denis Shlyapovich”, Blue dots are the different domains that were 
registered with the registrant value of “Denis Shlyapovich”.
When observing the 4 initial Domains that were hardcoded into the executable - no apparent relationship 
seem to exist aside from originating from the same executable; However, further analysis of each domain 
hosting history reveals that all 4 domains have been hosted at a certain point in time on the same hosting 
servers: 
208.91.197.101, 178.162.130.166
Pivoting on registrants and associated emails we’ve located the following domains cluster:

Figure 12 – C2 Servers correlation

Figure 13 - Malicious Domains Cluster
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When presenting those active domains on a timeline (figure 14) by their domain registration date we can 
observe two major occurrences of domains creation on Jan-May 2012 and on Feb 2015, which corresponds 
with high traffic and talks about the Ramnit malware at 2012 and 2015 (figure 15).

In conclusion, the current campaign seems to target large financial entities in the Philippines via email 
phishing, that contains referrals to malicious phishing sites to enable bank accounts’ takeover and an 
embedded payload that contains the Ramnit malware, which also acts as a banking trojan that can 
steal sensitive information. 

Figure 14 - Domains Registration Timeline

Figure 15 - Google Trends «Ramnit»
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  Files
o f3873258a4258a6761dc54d47463182f – Ramnit sample packed with UPX
o CD50A3CDAA6532B24551084AC4171AD6 – Ramnit sample unpacked

  Domains
o wqerveybrstyhcerveantbe.com
o tvrstrynyvwstrtve.com
o Rtvwerjyuver.com
o advercom.ph
o 18161e71ce.in
o 3e2b312075.com
o a1z1h2xendd.biz
o cuojshtbohnt.com
o cuojshtbohnt.info
o fdwelklwe3093443.com
o fkjdeljfeew32233.com
o gerdakourepack.com
o gooogleadsense.org
o iluminati9999900.com
o jdiiffgfgg.com
o jdskfjkfw3232234.com
o oiicmtkpkaocnm.com
o poopthree.com
o r5z7yy68.com
o rfffnahfiywyd.com
o rfffnahfiywyd.info
o sdfsfjkhewsdfe.com
o supnewdmn.com
o swbadolov.com
o umbrela-corp-0001.com
o vxvhwcixcxqxd.com
o 24f3c82c77.com
o androld666.com
o androld66666.com
o axswdqnjgrnryt.com

o boodmonitor.pw
o excbifohvjwycxpsme.com
o fjicwyuyyppsei.com
o frpcpaabkn.com
o gpqklhsorpe.com
o ikbcwonlqlmvk.com
o lawklepwvnoo.com
o lrqxvrqsihwtudox.com
o micsyslang.pw
o mochcckvjfboxocjjpf.com
o qbqoxfujlbetfrjfh.com
o rbartdeguauwfnmuf.com
o ueaytdeacktsvcunoh.com
o umiuqmrmvsuiscitx.com
o vpasjuqotdsbjsv.com
o yvrktjohnvdb.com

  URLs
o hxxps://www.advercom[.]ph/xxx-
             Online-Banking/xxx/xxx/update-     
             myxxx/update.php

Indicators of Compromise (IOC)
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